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Hochschule I\/Ierseburg
HOME 1% -
e 2.500 students ol
e 3 faculties

* Professorship for
computer networks and
virtual instrumentation

e Since 2015 first test lab
for German smart meter
rollout (“Intelligente
Messsysteme 2020”)
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exceeding solutions

 Foundedin 2013
* Employees (2019)
— 16 of 20 are g
engineers/academics ;

— 14 of 20 are developers for
hard- and software

* Divisions
— Smart metering (70%)
— loT and IT services (20%)

eding

. . ce -ons 3 ,?N”‘
— Ultrasound and industrial (10%) = ©€*"solut® 1.
* Sales o
— 1,2 Million € in 2018 B

E-world 2019, Essen
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Smart Metering Rollout in EU —
Secure communication

Select your map/chart | Smart meters functionalities

¥

V| Provide secure data communications: All v

il

-

Legend: By .Partly [ o BNot available Bl New EU member

http://ses.jrc.ec.europa.eu/smart-metering-deployment-european-union
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http://ses.jrc.ec.europa.eu/smart-metering-deployment-european-union

What are the challenges?

Data protection 7
Hacking prevention L o S
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Grid security | e
Blackout prevention
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http://blog.emergencyoutdoors.com/tala/uploads/2013/02/blackout-preparedness-02.jpg

The German approach

e Special:
— Roles MaKo % Bundesamt
fiir Sicherheit in d
— Smart Meter Gateway M;gﬁg{;ﬁfh“;;rz edi@enercy. | informationstechnik
— Security Modul WAN
— Protocols Federal authority for data security
autorisierter Gateway
— Complexrty ' utorisierter Administrator

arktteilnehmer n

2\

— Integration level

Smart Meter
Gateway

Zahler n

Technische Richtlinie
BSI TR-03109
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LMN protocol stack

* Meter/SMGW () [omensroe

interface:

— Wired fnwendng
— Wireless Darstellung
— ,Proprietary”

11/10/2019

Sitzung

protocols (SML)

Combined with S
standards (TLS, wM-
Bus, AES-CBC-CMAC) Vermiilng

Sicherung

Bitlibertragung

drahtlos

drahtgebunden

Protokolle
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WAN protocol stack

SMGW-to-GWA/EMT -
interface: o otton
— On top of TCP/IP lf:.'.'::::f.:i:'.ﬁ:’. T
— GPRS, LTE, ETH, PLC, ... - B -
— ,,Proprietary” protocols prokols| | qoptenaicfer:

(COSEM/XML) —
— Combined with standards |
(TLS, HTTP, RESTful WS) o f

3: Netzwerkschicht

2: Verbindungsschicht Weitere Protokolle

1: Physikal. Schicht
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What is cryptography?

* Big number computation
e Public algorithms
* Private/secret key data

* Symmetric, asymmetric and message digest algorithms and
their combinations

e Data structures, data encoding, protocols
* International standards
* National/proprietary standards
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BS| selected cryptography

Premium quality
Similar to other eGovernment security project (e.g. \ d)

Elliptic curve cryptography (ECC ... no RSA or ot
Special curves (brainpool)

AES-CBC-CMAC (authenticated enc;y
TLS 1.2 (with strong restrictions

Additional end-to-end data sec
CmsAuthEnvelopedData (sgnila

VS Ilent authentlcatlon)

h msSignedData and
gned and encrypted email)

) in hardware (security module, HSM)

All ECC operations

SM-PKI-DE K

Certlflcatl BSI PP/CC, PTB), meters (PTB, FNN) and backend IT
(1SO 2700
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How the communication looks like?

he
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C: write to Bx3f5688 [Bx40808h1 <53 hytes => 53 (Bx35)>>
@0AE — 17 @3 @3 B8 3@ 32 46 2468 36 1b da ?h a? 12 f2
@P1@ — 26 B4 3a 71 45 c3 83 e9-8f bd ec ?d 46 e? dB 6F
@az@ - 98 £f fd 38 76 29 58 a6—35 Bf f2 3@ 38 d? le ch
@038 - 98 18 c6 h8 66

client:SSL_read(>

11/10/2019

[Bx3£bh3A] (205 hytes => 285 (BxCDY>
@A 17 41-04 96 7@ %e Pc A1 ch df

| -Q#+tri=! o011

[Bx3EhbIA] (178 hytes => 178 CBxARD )
80 Bl 2c—PA a@ 24 4b fa ad e2 cb

" _ LTIl
: —Q+tri=l g 0Eq ! i,60%91w;e, T*E=3" |5 (Ep, =1

POST /emt/hgp/evp/evp-T7?method==store HTTE/1

Leligoir,

*tHt= Liod-

“tH

O,® |- * ,*ml,®iq

€,

t1-D%z eaMir 8] 0- 11 2TE~WEFS sl Gl " o3m-

eI, 5T 1d>£4 eaf]ib= . 04t;:4.7~3tW1a®

nh~30-vieh"3ifallcU-ealz 25 el ai-Bl <1

Al

off-tud |1 11y — L
I¥Hational SM- -Systems Intern
ll-SM-PXI1A0

-l 71l | RandDa

S/IMIME

ENABLED

0

alp d vy

-gxai=t

:Té#éPqG—LUHJTJm17551I‘“iﬁ{ﬂé?ciﬂ”qﬂﬁ—LUﬂ

§1q0 0o, s—lvd, =0, ©00E ¢ ~t.ldap:

—B*tei=l LilGoE ! —J0=°dEiDdes) -5\ " SagiWsis

Electricity & Energy 2019 | November 5-8 | Eilat,

<30 82 1A 50>

0 &736: SEQUENCE {
<0 03>
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POST http://82.197.129.13:5921//0bjects/000160010aff.13270010 HTITP/1.1
Accept: application/vnd.de-dke-k46l-cosem+xml;encap=cms-tr03109
Content-Type: application/vnd.de-dke-k461-cosem+xml

Content-Length: 1568

X-Inbound-Peer-Address: /10.40.0.2:53944

SES_Certificate_Id: cn=EPPC0101234567+serialnumber=1

SES_Endpoint_Id: EMT
Date: Wed, 07 May 2014 06:45:01 GMT
Host: 82.197.129.13:5921

<?xml version="1.0" encoding="UIF-8"?2>
<nsl:object class_id="4" class_version="1" id="42" xmlns:ns
<nsl:attributes count="3">
<ns2:logical name id="1"/>
<nsl:capture obijects id="2" count="1">
<nsl:captu
<ns2:logi
<ns2:cla:
<ns2:cla:
<ns2:att:
<ns2:ind
</nsl:capt
</ns aptur
<nsl:buffer
<nsl:simple
<nsl:colt
<nsl:e:
<ns2:
<n:
</ns;
<ns2:
<ns2:
<ns2:
<ns2:unsigned>0</ns2:unsigned>
</ns2:status>
<ns2:capture_ time>2014-05-07T06:45:012</ns2
entry>
ntry id="2">
<ns2:value>
<ns2: 7" o
</ns2:v
<ns2:sc
<ns2:un
<ns2:st
<ns2:
</ns2:s
<ns2:ca
</nsl:ent.y.
</nsl:column>

461-dke-de

m</ns2:logical_name>

icapture_time>

VDE DN

01Z</ns2

:capture_ time>

uffer>
</nsl:attributes>
</nsl:object>
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Smart Meter Rollout Swiss

o t . Intelligentes Messsystem <U' bergeordnete Systemt;
o Diff ding : > >
I e re n W O r I n < Intelligentes Messgerat > < Datenkonzentrater /Gateway - I—ﬁad End Syslem>i< MOM >
(HES) 1
° 1
+ Diff -
I e re nt Intelligentes i
. Messgerat . Zahldaten- EDM, CRM
K kat - . ' '
tec h NO | (@) g IesS I e Kemnidiors °mr2;';};§1 o verarbgitungs- Abrechnung
Elextrizitatszahler = -schniistelle sysfem etc.
. e === Schiissel- t : I
managemen
[ ) D Iffe re nt Schnittstelle i

certification

e Simi |a r arc h itecture prosssmnns e
S : lokale : Visualisierungs-
Visualisierung plattform
A lokaler Schnitistelle: ggf PA—

auch fur Gebdudeautomation

— Gilltigkeitsbereich fur die Datensicherheitspriifung
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International

* DLMS

— ,DLMS -The true international metering standard”
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Comparision - cryptography
German approach Internatior. «

Symmetric cryptography  Wired LMN pairing phase 1 (SYM) [FNN] DLMSRLOS fcurity suite O [DLMS]
wM-BUS (security mode 7) [OMS] (securlty mode 5, 7) [OMS]
AES-CBC-CMAC-128 —128
Transport layer security ~ TLS 1.2 (SM-PKI-DE) [RFC + BSI] TLS 1.0 — 1.2 [RFC]
>= TLS_ECDHE_ECDSA_WITH_AES 128.CB VPN
Application layer security SML signature [FNN] DLMS/COSEM security suite 1 [DLMS]
(asymmetric/hybrid CmsSignedData (SM- PKI— BSI] DLMS/COSEM security suite 2 [DLMS]
cryptography) CmsEnveIopedD ) [RFC + BSI] ECC NIST
ECC BR A,NPOOL ECDH_ECDSA_WITH_AES_GCM_128_SHA256

N
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Standardization/Certification

* |nternational &
— MID 0
— DLMS e
— OMS
— ESMIG

* Germany E
— M I D Ql!:’ﬁl-‘if’m".‘fimm. MW«@'%!E ﬁ;jﬁ,’"ﬂ

— DKE ﬁ
—PTB AT
— BS|
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VD Priif- und Zertifizierungsinstitut
ZERTIFIKAT
F N N CERTIFICATE
forderungiillan @
tographif gesicherte S o,
) f a Smart Meterin -Kandle /"Trusted Channels
2 2 im deutschen COMMON CRITERLA
i 3 g 2 CC-Zertifizierungsschema CERTIFIED

EALA+

FNN VDE




Challenges

 Complex technologies . (\%\
e Special and proprietary protocols

* ,invisible” data \'6
* Huge number of transactio{s\ hount of data
 Limited humans e‘p

* |nfinitely sources%grror

* Many thre .\(\
&>
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ouc
@uMr
H CONEXA 3.0
SEATUETB0X S ——
e Wit os

_-"IT ]Z:::m';v LMN-1 r 1:
WAN test Virtual Virtual J

cases CLS devices wM-Bus meter
N J \ J N Crypto Proxy Ubersicht

y,
\ / / ||||||lh
— Proxy
\ | © @ i < ) e

Ausgewdhltes SMGW Profil Ausgewdhltes Admin Profil

- Management Ch.
el Service Channel
mlly- Info Channel

- - - B DOS Box DNT Test Admin
WA N 1 C LS WA N A L M N A ( A ‘GUID: 4d430ee8-8479-4c4d-95da-cd3a666cch0d Hersteller: DNT  Version: 1.5 GUID: f36abbfb-61c0-48bc-9%ee-b70e3021a7f0
HAN test ‘WakeupUri: udp://192.168.0.95:1234/ Admin Management Uri: 192.168.0.124

TLS Zertifikat: CAWANSIM_PKNEDNTO001234567.wantls.bz.cert.pem Admin Service Uri: 192.168.0.124
Signatur Zertifikat: CAWANSIM_PKNEDNT0001234567.wansig.bzcert.pem

cases

//

HAN

LMN-1 )

" Virtual LMN
meter
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Testing services

* Meter

* SMGW

* Backend IT

* Conformance

* Vulnerability

* |Interoperability

e Performance
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Activities with NMi Certin B.V.

* First projects (started in 2017)
* Mutual education and certification (01/2019)
* Smart Meter Test Lab Merseburg, Germany (06/2019)

» Strong Cooperation in several fields (ESMIG, penetration
testing, ...)

DATA SECURITY OF SMART
METERS

With the installation of huge quar

communication, the need for prof

-y <
M1 Declaration

Steffen Dohler

‘ISO/IEC 17025:2017"

CYBER SECURITY AND SAF@@

Data security in smart devices

https://www.nmi.nl/markets/cyber-security-and-safety/ B R

11/10/2019
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will gilice v

5 4+ Testl

4 Certificati
+ Calibratic

+ Training
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Zertifikat
— Henri Schouten
- .
PTB-A 50.8 Smart Meter Gateway”
Lt
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https://www.nmi.nl/data-security-of-smart-meters/
https://www.nmi.nl/markets/cyber-security-and-safety/

NMi Smart Meter Test Lab Merseburg, Germany

l We will guide you! | .

+ Reliability

About NMi

exceedm
soluttons

NMI OPENS A NEW

+ Compliance

COMMUNICATION AND DATA
SECURITY LAB IN MERSEBURG,
GERMANY

+ Confidence

+ Independent

Nowadays a number of measuring instruments is equipped with communication features.

Especially smart meters may have various possibilities to send their data to a head end system.

https://www.nmi.nl/nmi-opens-a-new-communication-and-data-
security-lab-in-merseburg-germany/
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https://www.nmi.nl/nmi-opens-a-new-communication-and-data-security-lab-in-merseburg-germany/

ESMIG security requirements

E CENELEC =)

Smart Meter Co-ordination Group
Privacy and Security Approach — Part IV

Minimum security requirements for AMI
components

European level requirements for Smart Metering

Version: 1.1
Date: 17 July 2016

Authors: SM-CG Task Force on Privacy and Security [ ESMIG

A: All AMI components SHALL provide a log of security events

B: All data exchanges SHALL take place in a (end-to-end) secure
manner

C: Availability of the system (AMI components and communication
network) SHALL be sufficient

D: Crypto mechanism and key management SHALL be documented
and be compliant with recognized/proven and approved open
standards

E: Every AMI component SHALL check the authorization
F: Data at rest SHALL be protected in all system components

G: AMI components SHALL be upgradable for new (security)
functionalities

H: Functionalities in AMI components SHOULD be limited to the
intended operational Use Cases

I: AMI components and the communications network SHALL be
adequately protected against external disturbances and/or attacks

AMI ... advanced metering infrastructure
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~ Test Case
— Specification -

inputs, test actions, |l
—expected resultsand [l
execution

Test wxo.ndaﬁf.jmr
specification

Test
implementation

ESMIG ... certificate

First pilot projects are running!

Test report

Certificate

Electricity & Energy 2019 | November 5-8 | Eilat, Israel
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EU quality system
Approval

Certificate: CE-172 (epiaces certificate of 2 January 2017)

NMi Certin B.V.,
designated and notified by the Netherlands to perform tasks with respect o conformity
modules mentioned in Article 17 of Directive 201432/EU, declares that the quality system of

meets the applicable requirements of Annex Il Module D of Dir \e

conformity assessment of instrument category:

arch 2021,

wality system is maintained satisfactory.

NMi Certin B.V., Notified Body number 0122

29 March 2018 h(';j
r‘ A o

\ =X
-

C Oojterman

Head Certification Board

o
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https://upload.wikimedia.org/wikipedia/commons/0/07/VDE_logo.svg
http://www.easymeter.com/
http://www.msu-solutions.de/index.php
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