PRESENTED BY:
Artiom Lichtenstein

Electricity 2:518 Ynwn

N'NINI YNYN NDTIN DINNA 'MINDA'AN 'NIYN D1ON



Now, Your Apps Are Everywhere
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The quiet revolution
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the majority of the Internet was encrypted.
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High profile vulnerabilities

Prevalence of selected high profile vulnerabilities by industry vertical

VERTICAL CROSS-SITE SQL INJECTION CRYPTOGRAPHIC
SCRIPTING ISSUES
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Innovation and Technology Transformation
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WebSocket

 WebSocket provides a simple framing layer on top of HTTP

 Allows "conversational” connection

Key Benefits :
« Two-way communication
e Connections that are persistent
* Full-duplex
« Low HTTP and TCP overhead

 WebSocket protocol is

GMT: 10:25:15 AM
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https://tools.ietf.org/html/rfc6455

API flaws said to have left Symantec SSL
certificates vulnerable to compromise

Without authentication or verification, attackers could obtain anyone's certificate simply by
altering a UID

Security

ﬂ DATA CENTRE SOFTWARE SECURITY DEVOPS BUSINESS PERSONAL TECH SCIENCE

Facebook: Up to 90 million addicts’

n I r h k r n Security
accounts slurped by hackers, no Instagram's leaky API exposed

thanks to crappy code celebrities' contact details

Miscreants harvested tens of millions of profiles via
'View as..." feature, dodgy API

TECHNICA

BIZ&IT TECH SCIENCE POLICY CARS GAMING & CULTURE

T-Mobile customer data plundered

thanks to bad API

T-Mobile missed bug that allowed harvesting of IMSI numbers, security question answers.
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Thingbots Have Been Hiding In Plain Sight
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Increased Complexity Means Increased Risk

Apps are
the gateway
to your data.

: APP SERVICES

. ACCESS

TLS/SSL

DNS

NETWORK
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An Application Services Company
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How to Secure Apps?
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VISIBILITY

Visibility into the app...
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APP SERVICES

ACCESS
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Visibility into threats...

NETWORK TLS
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QE0

VISIBILITY

Visibility through decryption ...
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Traditional
Security
Solutions
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CONTROL

Asses risk and make
Informed decisions about
security controls to protect
your apps and data while
automating provisioning
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ARTICLE

Mirai Strikeback - an iRule to kill
loT Bot Processes from your F5
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Clientless Fraud Protection

Username or Email

Inspect Element ¥

Password

Remember Me

Data center
Web application

Lost your password?

i

F5 WebSafe
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No thanks,
we’re moving
to the...
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Multi-Cloud

On-prem Private Public Co-located
Cloud Cloud

SaaS

Containers
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artiom@ fs .com

SOLUTIONS FOR AN APPLICATION WORLD



